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What We Found 
The County earned a passing score: audit results showed 71% of the 2,025 
controls tested operate as intended.  Here are results by category: 
 
 

Control Category % Operating 
Effectively 

% Needing 
Improvement 

Physical Security 69% 31% 

Environmental 67% 33% 

Backup and Restoration 82% 18% 

Equipment Protection 81% 19% 

Data Center Operations 72% 28% 

Disaster Recovery Planning 40% 60% 

OVERALL RESULTS 71% 29% 
 
 
Agencies Already Applying Best Practices 
We found that several organizations had already implemented some best 
practice controls, and six others proactively implemented best practice 
solutions based on our recommendations before audit close.  Several more 
organizations have solutions in progress. 

 

 
Flammable clutter was removed from a data center per our recommendation 

 
Conditions Could Improve With Policies and Standards 
Most of the audit findings stemmed from either a lack of policies, procedures, 
and standards for data center and disaster recovery-related controls or a lack 
of funding or optimal space to house data centers.  While funding constraints 
may not be lifted soon, many IT organizations expressed interest in 
collaborating to establish County guidelines and best practices. 
 
We appreciate the excellent cooperation received from participating 
management and staff while conducting this audit. 
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